Adaptiva Web WakeUp Administrative Guide

Easily accessible remote PC wakeup for end-users and
administrators
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1. Using this document

This document provides the steps for setting up the Adaptiva Web WakeUp site on Windows Server 2008.

Web WakeUp can also be setup on Windows Server 2003. In order to setup Web WakeUp for Windows Server
2003 please read AdaptivaWebWakeUp2003.doc.

Upon successful setup of the Web WakeUp site end users can visit the web site's home page to wake up their
machines as desired.
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2. What is Adaptiva Web WakeUp?

Adaptiva Companion helps organizations shutdown computers when not in use. This helps save power, reduce
carbon emissions and lower the energy bill.

There may be occasions in which end-users require remote access to their machines post work hours. Instead of
leaving the machine on perpetually, IT can now shutdown idle machines, and through Web WakeUp provide
end-users the ability to remotely wake up their machines, at any instant, through a simple web page.

Before launching Web WakeUp an end user will have to provide authentication. Post verifying this data the Web
WakeUp page will load with all the machines on which a user has recently logged in. The user can then proceed
to wake up any of these machines by simply clicking a button. The web site then uses Adaptiva Companion to
wake up the specified machine, and displays status about the outcome of the operation. A user cannot wake up
a machine that is not in his purview.

Once the Adaptiva Web Wakeup web site has been installed and configured by the administrator, end users can
visit the web site's home page to wake up their machines whenever desired.

As many Adaptiva Web Wakeup sites can be created as desired, and Windows load balancing can be used to
scale the web sites and provide redundancy. The entire operation of the web site has been carefully designed to
be fully automatic, scalable, and robust. Adaptiva Companion's deep integration with SCCM ensures that the
Adaptiva Web Wakeup web site functions remarkably well and scales to hundreds of thousands of users with
ease.
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3. Installation Pre-requisites

The following Windows components should be present on the web server prior to installing the Adaptiva Web

Wakeup web site on the web server:

o This document details setup on a Windows Server 2008 machine. In order to setup Web WakeUp for

Windows Server 2003 please read AdaptivaWebWakeUp2003.doc.

o [ISversion 7.0. By default, 1IS 7 is not installed on Windows Server 2008. It can be installed by adding the
Web Server (11S) Role through Server Manager. If IS is not installed, refer to the section below.

e ASP .NET Role Service is installed

e NET framework 3.5 is installed

Note: Adaptiva Web Wakeup does not require a functional SCCM site for its operation. Only a functional

Adaptiva Companion Server, and the SCCM Site's SQL database are required

I Server Pamages

_y
ﬁ! Frovides a reliable, manageable, and scalable Web application infrastructure.

~ Summary
~ (i) Events: 15 informational in the last 24 hours

~! System Services: 4Running, 1 Stopped

Display Name [ service Name | Status [ startup Type [ monitor |
% Application Host Helper Service  apphostsvc Running Auto Yes
(% ASP.NET State Service aspnet_state smuped Manual No
°% 115 Admin Service HNSADMIN  Runnin a Auto Yes
i Windows Process Activation Se... WAS Rur\mr\g Manual No
% World Wide Web Publishing Ser... W3SVC Running Auto Yes
Description:
Provides administrative services for IS, for example configuration history and Application Pool account mapping. If this service is

g,
mpoed configuration history and kg o s o & e bt ity A e Pt e Acsios Gl Entr ies will ot
work.

Role Service [ status ]

oy Web Server Installed
- Commen HTTP Features Installed
& Static Content Instalied
- Default Document Installed
& Directory Browsing Installed
& HTTR Errors Installed
CJ, HTTP Redirection Installed
&4 Application Development Installed

\NET Extensibility
asp Not.

cer Mot ing
[ ISAPI Extensions Installed
- ISAPI Filters Installed
Server Side Indudes Mot installed
&y Health s Installed
& HTTP Logging Installed
& Logging Tools Installed
R Request Monitor Installed
& Tracing Installed
Custom Logging Mot installed
©ODBC Logging Mot installed
& security Installed
Basic Authentication Mot installed

Trstalled

L |& Wiindrms &1 thentication
1 #] |4 LastRefresh: 6/2/2009 10:16:37 AM  Cenfigure refresh

[ Go to Event viewer

% Go to Services
[E] Preferences
B stop
P start
Il Restart

S Add Role Services.
54 Remove Role Services

Figure 1: Installing pre-requisites

The AdaptivaWebWakeup.ZIP file contains all the Adaptiva Companion components which are required for installing the

Adaptiva Web Wakeup web site.
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4. Installation steps

Install 11S and ASP.NET on Windows Server 2008
Following are the steps to install 1S and ASP .NET on Windows Server 2008:

1. InWindows Server 2008, open Control Panel in classic view, click Administrative Tools

2. Double click Server Manager

3. Inthe left pane of Server Manager, select the node that represents the server that you are currently
working on

4. In the right pane, expand the Roles Summary section and then click Add Roles

5. In Add Roles wizard, Select the Web Server (I1S) check box and then click Next

6. The wizard moves to the Role Services step. A list of available role services is displayed.

7. Select the ASP .NET check box under the Application Development role service. Also click on Add
required Role services whenever prompted.

8. Select the Windows Authentication check box under the Security role service.

9. Select the IIS 6 Management compatibility role service

10. Click Next and verify the role service selections

11. Click Install to start the IIS and ASP .NET installation process.

12. When the installation is complete, click close.

Add Roles Wizard x|

ﬁ:ﬂ Installation Results

Before You Begin _ . _
The following rales, role services, or features were installed successfully:
Server Roles

\Web Server (I15) ~! Web Server (IIS) 6' Installation succeeded Pt

Hole Serinees The following role services were installed:
‘Web Server
Common HTTP Features
Progress Static Content
S iit]
Directory Browsing
HTTP Errors
Application Development
ASP.MET
.MET Extensibility
ISAPI Extensions
ISAFI Filters
Health and Diagnostics
HTTP Logging —
Regquest Monitor
Security
Windows Authentication
Request Filtering
Performance
Static Content Comnression L’

Confirmation

Print, e-mail, or save the installation report

< Previous Mext = | Close I

=
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b. Starting the 11S 7.0 Web Server in Windows Server 2008

1. InServer Manager, click the Web Server (11S) node.

2. Inthe System service option, make sure that the World Wide Web Publishing Service is running. If
the service is not running, start it

c. Installing the web WakeUP site
Following are the steps for installing Adaptiva Web Wakeup site:

1.Extract the required files from AdaptivaWebWakeupSite.zip to any folder. Let us assume that this
folder is C:\Wake

2.0pen 1IS Manager console from the Administrative Tools under control panel

" Internet Information Services (IIS) Manager

=101 x|
@ (3 [@ b WINDS-64SRV b Sites b DefaultWebSite » J ia Lol -
File View Help
@ Default Web Site Home
- | |2 |8 5l Explore
5 StartPage Edit Permissions
i : v [E -
B85 WINOS-64-5RY (WING4\Administrator) Gopby wes =l =
. Edit Site
-3} Application Pools ASP.NET z
B-[8] Sites ¥ ik Bindings. ..
E|9 Default Web Site \‘&‘; u lp \ .Y 9{, .\‘;‘3 éz |:| Basic Settings...
@-_| aspnet_dient i 2 . e LEIE') ik
. .NET NET MNETProfle  .NETRoles  .NETTrust .METUsers  Application View Applications
T Compiation  Globalization Levels Settings e -
oy ;5? ETE: Q\?_A ﬂ ) | & = Manage Web Site ~
Comnection  MachineKey Pagesand  Providers  Session State  SMTP E-mail W Hekak
Strings Controls P Start
€CM_Incoming o
€CM_Outgoing S =
CCM_System i Browse Web Site
9 W = e
- CaM_System_WindowsAuth ; e - 5 i BB e gy
(S SMs_MP n \:QJ =) | iy f & 5
e L/ == L 304 | ] =R [@] Browse :443 (htips)
Authentication Compression  Default Directory ~ Error Pages Failed Request  Handler :
Document Browsing Tracng Rules  Mappings Advanced Settings...
. — ¥ = . = Configure
2 & § B » A P
q e = =
lsg) ol | i & , Failed Request Tradng...
HTTP Redirect  HTTP ISAPIFilters  Logging  MIMETypes  Modules Output Limits...
Respo... Caching =
& Help

.
8 .
)

S5L Settings WiebDav
Authori...
Other

BITS Uploads

s | ot v

Ready

9

Figure 2: Configuring the 1IS Manager

3. Navigate to IIS\local computer\Web Sites\Default Web Site node

4. Right click on the Default Web Site node, and open a Add Virtual Directory wizard from Add
Virtual Directory option

5. Add a virtual directory named Wake with the following steps
7|Page
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a. Give any alias for Web virtual directory. In this example, the Alias is Wake. This alias
becomes part of the URL that users must type in for using the Web Wakeup web site

Site name:  Default Web Site
Path: /

Alias:

|wake

Example: images
Physical path:

| ]

Pass-through authentication

Connect as... Test Setings. |

oK I Cancel

Figure 3: Adding a virtual directory

b. Set the Physical path to the folder where the AdaptivaWebWakeup.ZIP file was

2]

Site name: Default Web Site
Path: !

Alias:

fwiake

Example: images
Physical path:

IC:‘I,WakE| _I

Pass-through authentication

Connect as... I Test Settings... |

Ok I Cancel

Figure 4: Configure a physical path

d. Convert this virtual directory to Application. Right click on Wake node of virtual
directory and click on Convert to Application option
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Add Application

21x]

Site name:  Default Web Site
Fath: !

Alias: Application pool;
Wake IDEﬁlL.rlthpanol
Example: sales

Physical path:

fc:\wake _I

Pass-through authentication

Connect as... Test Settings...

Ok I Cancel

Figure 5: Convert virtual directory to an application

e. Set IS Authentication for Wake Application

™E Internct Information Services (II5) Manager

=1alx|

Gy (B> umossrsy » s b Dchutuebsic b Wale >

|k = 1@ -

Ele Vew el

[Comedions
CHETENY 3 /Wake Home

@ sortpage

295 WINGB-545RY (WINs\Adminstrator) Groupby: Area SE-
&2 Appiication Pocls ASPNET
B[] Sites e o R
=D Defauit Web site & @ rl (2 9 =) E
st & s Lo B (6.

MNETProfle  NETRoles  NETTrust  METUsers  Appication
Levels ¢

WMNET NET
$ CCM_Incorming Complation ~ Globaiization Sty

9 3 = >
5 Cu system & B 2 & =
» & b {=
¥ CCM_System_WindowsAuth
S s o Comnecton MachineKey ~Pagesand  Providers  Session State SMTP E-mail
z Strgs Contals
¥ Wake
s
& = 3]
@ -l QS R
Default

Error Pages FaledRequest  Hander
Trading Rules

Ues  Mappings

= #M = 8

Loggng  MIMETypes  Modules OCutput S5l Settings
Caching
Niwa
WebDAY
Authori..
Other
BITS Uploads

Open Feature
! Explore
Edit Permissions. .
] asc setngs..
View Virtual Directories
Manage Appiication al
Browse Application
[5] Browse :80 (http)
[5] Browse :443 (https)
Advanced Settings...
@ Heb
Oniine Help.

[EFeatresven |12 Cantentvew

Ready

S

Figure 6: 1IS authentication

f. Enable Windows Authentication for Wake Application. Anonymous Authentication

should be disabled

ADAPTIVA™
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g Internet Information Services (I15) Manager _nis

=10lx]

(] [? b WINDB-645RV P Sites b DefaltWeb Site » Wake »

[k 1@ -

Fie View Hep

€- k|78

&3 Authentication
E

&5 Start Page
-9 WINOS-64-SRY (WINE+\Administrator)
|2 Application Pools
E-[&] sites
£ €9 Default Web Site
(] aspret_dient
CCM_CLIENT
€EM_Incoming
CCM_Outgoing
CCM_System
€EM_System_WindowsAuth

Group by: No Grouping

Neme - | status | Response Type [
‘Anonymous Authentication Disatied
ASPNET Impersonation Disatied

HTTP 302 Login/Redirect
HTTP 401 Challengs

Disablzd

Disable
Advanced Settings...
@ rep

Orline Help

- |Features View |,  Content View

Configuration: localhost’ applicationHost.config , <location path="Default Web SitejWake™>

b

Figure 7: Enabling Windows authentication

g. Add this Application to Application Pools

e Open an Add Application Pool wizard from the Add Application Pool option.
e Give the Application pool Name. In this example, this is Wake
e Set Managed pipeline mode to Integrated.

Add Application Pool

2 x

MName:
IWakE

.MET Eramework version:
|.NET Framework v2.0.50727 -]

Managed pipeline mode:
IIntegrate-:I j

v Start application pool immediately

Ok I Cancel

Figure 8: Add an application pool

h. Set the Application pool for Wake Application

© 2009 Adaptiva. All rights reserved
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a. Edit Wake Application settings from Basic settings option from Actions pane

Site name:
Path:

Default Web Site
i

Alias:

Application pool:

VW ake

Example: sales
Physical path:

IDEfEthAppP'ml Select... |

|c:\wiake

Pass-through authentication

Connect as... Test Settings...

i

| oK I Cancel

Figure 9: Edit application settings

h. Select Application pool as Wake for Wake application

Properties:

Met Framewaork Version: 2.0
Pipeline mode; Integrated

K I Cancel

Figure 10: Select application pool

i.  Make the following modifications in Application settings for .NET Application

© 2009 Adaptiva. All rights reserved

ICAPath: Set the value of this property to the folder where ICA.exe is located,
ending the folder name with a backslash

Server : Set the value of this property to the Adaptiva Companion server's
machine name

WOLPort: Set the value of this property to the listening port of Adaptiva
Companion server. Default value of 43201 is already set

If the Web server and Adaptiva Companion Server are in different time zones,
set the value of the TimeOffset property to the time difference in hours. (If the
web server is ahead, the value is negative, else the value is positive)

1l1|Page
AR
AN
N

ADAPTIVA™



™E Internct Information Services (IIS) Manager

& [P wrosersey > sies b Deuitiedste » wake »

Ble View Hep

@-Ld |7 |8 9 Application Settings

63 Start Page

Use this feature to store name and value pairs that managed code applications can use at runtime.

165 WINOG-64-SRY (WINS#\Administrator)
L2 Applcation Pools Groupby: No Grouping E
B8l sites =
T s Name [value [ Entry Type |
it ICAPath C:VCAL Tocal

Server OSD-SCCM-SRY. Local

€CM_CLIENT
€CM_Incoming >
ccm_outgoing WOLPort 43201 Local
CCM_System
€CM_System_WindowsAuth
SMS_MP

Wake

[ElFeotnes view 1. Content view

Configuration: 'Default Web Site/Wake' web. canfig

T

Figure 11: Application settings

j.- Make the following modifications in SQL connection settings
e Set the value of the SMSSQL property to the appropriate connection string.
e e.g. Data Source=adaptiva-srv;nitial Catalog=SMS_SC1;User Id=sa;Password=1234

™E Internet Information Services (II5) Manager T

@76) | @ » wross4srY b Sies » DefaitwebSie » Weke »

File ¥ew Help

commecoens —
CEETE Y é’ Connection Strings

'3 Start Page
-

EI Group by:  No Grouping

5 )

£ Application Pools Mame ~ [ connection string

ites
Default Web Site

Bl

k8| |

[ = ]Features view |\ Content view

Configuration: ‘Default Web Site/Wake' web.config

=lolx|
| - 1@

9.

Figure 12: Establishing a connection string

© 2009 Adaptiva. All rights reserved ADAPTIVA™
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k. Windows authentication settings
<add name="SMSSQL" connectionString="Data Source=ServerName;Initial

Catalog=SMS_SC1;Integrated Security=True" ProviderName="System.Data.SqlClient"/>
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5. Testing the web site

Test the Web Site by browsing to the web page. Type http://localhost/Wake in the browser. The following

page should be displayed

= http://shailesh-office/wake/ - Windows Internet Explorer

@.‘_ 4 v | htip:/jshaiesh-office/wake/ | 42| | % | |coodke

!p..

File Edit View Favorites Tools Help

Wk ‘@htﬁ::!}shailesh—ofﬁce,’wakef [_| - B

deh - [ Page - (£ Tools -

kg

S Adaptiva Web WakeUp

ADAPTIVA™

Welcome ONE-DEMO\Administrator

Machine Name Model Name Last Logged Off Time MNo: of Logons Total Logon Duration (Hrs)

ADAPTIVA-LAPTCP  HP Pavilion dv7 Notebook PC
MS-YISTA3Z Virtual Machine 6/3/2009 3:04:00 PM 3 11.55
OMESITE Virtual Machine 6/4/2009 3:31:00 PM 3 72.63

RD-¥P32-CLIENT  Virtual Machine

wake

wake

wake

wake

Figure 13: Web WakeUp launch screen

© 2009 Adaptiva. All rights reserved ADAPTIVA™
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d. Fields displayed in web page

The administrator can choose what fields to display in the above displayed table. In the
SMS_SystemConsoleUser class the fields for the individual attributes can be set to TRUE or False to enable

or disable displayed fields.

This is manipulated through the Def.Mof. The class already exists in the Def.Mof and can be customized with the

following settings:

e |IFSMS_Reportis set to FALSE then only the Machine Name, Model and Wake Up columns will show.

e |[FSMS_Reportis set to TRUE and the individual column attributes are set to TRUE all fields will be
displayed.

e [FSMS_Reportis set to TRUE and any of the individual column attributes are set to FALSE the column
attribute set to FALSE will not show

//***********-k**************************************************************

/1* Class: SMS_SystemConsoleUser
/1* derived from: (nothing)
/r*
/1* Key = SystemConsoleUser
/r*
/1* This Asset Intelligence class provides System Console User information.
ek ek ek ok ek ek ek ke ek e ek ok ok ek ok ok ok ek ek ke ek ko
[ dynamic, provider("AAlnstProv"),
SMS_Report  (FALSE),
SMS_Group_Name ("System Console User"),
SMS_Namespace (TRUE),
SMS_Class_ID ("MICROSOFT|SYSTEM_CONSOLE_USER|1.0") ]
class SMS_SystemConsoleUser : SMS_Class_Template
{
[SMS_Report (TRUE), key]
string SystemConsoleUser;
[SMS_Report (TRUE)]

uint32 TotalUserConsoleMinutes;
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[SMS_Report (TRUE)]
uint32 NumberOfConsoleLogons;
[SMS_Report (TRUE)]

datetime LastConsoleUse;

One can select any of the machines he has the right to wake up and send a magic packet by clicking the wake
button in the last column of the web console.

The result of the action will be shown in status messages as below:

Successfully sent last wake command for ONESITE

Machine . Status
Hame Time Submitted Last Status Cod Status
ADAPTIVA- 6/5/2009 12:15:19  &/5/2009 Web 3 Failed. Client did not accept TCP messages. Check firewall settings. Make sure that
LAFTOP FM 12:22:43 FM o SMS Companion dient is installed.
MS-VISTA3Z EIMSIZDDQ i 61";5%3292 M Web 1 Success, Clientis already awake.
OMESITE SE;?-"EDDQ 12:18:31 ?252?::333 M Web 1 Success, Clientis already awake.

Updates every 0.5 minute(s).
Last update: 6/5/2009 12:22:43 PM

Figure 14: Status messages for 3 separate wake attempts

The database is polled every 30 seconds and the status of wake action on the client machine is updated.

16|Page
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6. Status messages

Following are the status messages and error code descriptions:

Status ID Description

Web 1 Success: Client is already awake

Web 2 Success: Client has woken up

Web 3 Failed: No other SMS Companion
machine is online on this Subnet

Web 4 Failed: Client did not respond to
magic packet. Please enable wake
on LAN on this machine.

Web 5 Skipped: Client address in SMS site
database is 0.0.0.0

Web 6 Skipped: Client address in SMS site
database is 169.254.*

Web 7 Skipped: Client has dialup IP subnet
mask of 255.255.255.255

Web 8 Failed: Client did not accept TCP
settings. Check firewall settings.

Web 9 Failed: Client subnet peer did not
accept TCP messages. Check firewall
settings.

Web 10 Failed: An internal software error
occurred.

© 2009 Adaptiva. All rights reserved
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7. Getting Support for Adaptiva Web WakeUP

Web WakeUp is fully supported by its world-class support staff during your evaluation process
and post sales. We promise quick resolution ensuring that the product performs flawlessly in
your environment.

For live assistance, 24x7 by Phone or Email:

Call 425-823-4500 (WA,USA) to speak to one of our support engineers or email support@adaptiva.com
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